Module 6: Memory System Organization

Module Objective: This module offers an exhaustive and deeply detailed exploration into
the intricate organization and fundamental operational principles of a computer's memory
hierarchy. It meticulously covers a wide spectrum of memory technologies, elucidating their
underlying mechanisms, unique characteristics, comparative advantages, and inherent
limitations. Furthermore, the module delves into the sophisticated realm of advanced
memory management techniques, with a particular and extensive emphasis on the pivotal
roles played by cache memory and the transformative concept of virtual memory. The central
theme throughout is to comprehensively explain how these highly optimized mechanisms
are designed and implemented to effectively bridge the profound speed disparity that exists
between the exceptionally rapid Central Processing Unit (CPU) and the comparatively much
slower main memory and various forms of secondary storage.

6.1 Memory Organization and Device Characteristics

A computer system's ability to process information at high speeds is inextricably linked to the
efficiency and characteristics of its memory subsystem. The sheer volume of data and
instructions required by modern applications necessitates a multi-layered approach to
memory, leading to the concept of a memory hierarchy. Not all memory technologies are
created equal; each serves a specific purpose based on a delicate balance of speed,
capacity, and cost.

Memory Hierarchy: Registers, Cache, Main Memory, Secondary Storage

The memory hierarchy is a foundational architectural concept in computer design. It
arranges different types of storage devices in a tiered structure, primarily based on their
access speed, cost per bit, and overall storage capacity. The guiding principle behind this
hierarchy is that the closer a memory level is located to the CPU, the faster its access time,
the smaller its storage capacity, and consequently, the higher its cost per individual bit of
stored data. Conversely, memory levels situated further away from the CPU are
progressively slower, offer significantly larger capacities, and are considerably cheaper per
bit. Data fluidly moves between these distinct levels as dictated by the CPU's immediate
needs and predictive mechanisms.

1. CPU Registers:

o Location and Proximity: CPU registers represent the absolute top and
fastest tier of the memory hierarchy. They are integral components located
directly within the Central Processing Unit (CPU) chip itself. This extremely
close proximity allows for near-instantaneous access.

o Structural Detail: Registers are essentially small, high-speed storage
locations implemented using Static Random Access Memory (SRAM)
technology, meticulously optimized for speed rather than density. They are
typically composed of a bank of flip-flops or latches.



Capacity and Access Time: They possess the smallest storage capacity in
the entire hierarchy, typically ranging from a few dozen bits to a few hundred
bits (e.g., general-purpose registers are often 32-bit or 64-bit wide, and a
CPU might have 16-32 such registers). Their access time is measured in
picoseconds or single CPU clock cycles, meaning data can be read from or
written to a register within the very same clock cycle an instruction is
executed.
Cost per Bit: Due to their specialized design, use of premium SRAM, and
direct integration into the CPU silicon, registers have the highest cost per bit,
vastly exceeding all other memory types.
Volatility: They are volatile, losing their stored data when power is removed.
Purpose and Function: Registers serve as the CPU's immediate workspace.
They hold data and instructions that are currently being actively processed,
manipulated, or used to determine the next instruction. Examples include:
m Program Counter (PC): Holds the memory address of the next
instruction to be fetched.
m Instruction Register (IR): Stores the instruction currently being
decoded and executed.
m  General-Purpose Registers (GPRs): Used for arithmetic and logical
operations, temporary data storage, and address calculations.
m Status/Flag Registers: Hold bits indicating the outcome of arithmetic
operations (e.g., zero, carry, sign, overflow flags).
m  Memory Address Register (MAR) / Memory Data Register (MDR):
Interface with the memory bus.
Operation: The CPU's arithmetic logic unit (ALU) and control unit directly
operate on data held in registers. Data flows into registers from cache or main
memory, is processed, and then results are written back to registers before
potentially being moved back down the hierarchy.

2. Cache Memory (CPU Cache):

o

o

Location and Levels: Cache memory is strategically positioned as a
high-speed buffer between the CPU and main memory. Modern CPUs
typically incorporate multiple levels of cache:

m Level 1 (L1) Cache: Smallest, fastest cache, usually split into L1
Instruction Cache (L1i) and L1 Data Cache (L1d). Located directly on
the CPU die, often right next to the execution units. Accessed in 1-4
CPU clock cycles.

m Level 2 (L2) Cache: Larger than L1, slightly slower. Can be exclusive
to each core or shared. Also on the CPU die. Accessed in 10-20 CPU
clock cycles.

m Level 3 (L3) Cache (or Last Level Cache, LLC): Largest, slowest
cache, typically shared by all cores on a multi-core CPU die.
Accessed in 30-60 CPU clock cycles. Some systems might have an
L4 cache (off-die DRAM).

Structural Detail: Cache memory is almost exclusively built using Static
Random Access Memory (SRAM) due to its superior speed and lack of
refresh requirements, despite its higher cost and lower density compared to
DRAM.



Capacity and Access Time: Capacity ranges from tens of kilobytes (L1) to
tens of megabytes (L3). Access times are in the low tens of nanoseconds,
significantly faster than main memory (DRAM).

Cost per Bit: Very high, but lower than registers.

Volatility: Volatile.

Purpose and Function: The primary purpose of cache memory is to bridge
the CPU-memory speed gap. It acts as a staging area, storing copies of
frequently accessed data and instructions from main memory. By anticipating
data needs based on locality principles, the cache aims to satisfy most CPU
memory requests directly, thereby minimizing the number of much slower
main memory accesses. This significantly boosts the CPU's effective
performance by reducing idle wait states.

3. Main Memory (RAM - Random Access Memory):

o

Location: Main memory typically resides on standardized modules (e.g.,
DIMMs - Dual In-line Memory Modules or SODIMMs - Small Outline DIMMs)
that plug into dedicated slots on the computer's motherboard. While physically
separate, it's connected to the CPU via high-speed memory buses.
Structural Detail: The vast majority of main memory is implemented using
Dynamic Random Access Memory (DRAM) technology. This is due to
DRAM's significantly lower cost per bit and higher density compared to
SRAM, making it economically viable for gigabyte-scale storage.

Capacity and Access Time: Capacity ranges from a few gigabytes to
hundreds of gigabytes in typical systems. Access times are in the range of
tens to hundreds of nanoseconds. While much faster than secondary storage,
DRAM is orders of magnitude slower than CPU registers and caches.

Cost per Bit: Moderate, significantly lower than cache SRAM.

Volatility: Volatile.

Purpose and Function: Main memory serves as the computer's primary
working memory. It holds the operating system kernel, all active application
programs, and the data they are currently processing. Before a program or its
data can be executed or manipulated by the CPU, it must first be loaded from
secondary storage into main memory. Main memory acts as the central hub
for data transfer within the system, mediating between the CPU (via cache)
and slower storage devices.

4. Secondary Storage (Mass Storage):

O

Location: These are peripheral storage devices, typically connected to the
motherboard via interfaces like SATA, NVMe, or USB. Examples include Hard
Disk Drives (HDDs), Solid State Drives (SSDs), USB flash drives, optical
discs (CDs, DVDs, Blu-rays), and network-attached storage (NAS).
Structural Detail: Secondary storage employs a variety of non-volatile
technologies:
m Hard Disk Drives (HDDs): Store data magnetically on spinning
platters. Involve mechanical parts (read/write heads, motors).
m Solid State Drives (SSDs): Store data electrically using NAND Flash
memory chips. No moving parts.
m Optical Discs: Store data optically (pits and lands).
m Magnetic Tape: Sequential access, used for archival.



Capacity and Access Time: Possess the largest storage capacities, ranging
from hundreds of gigabytes to many terabytes or even petabytes. Their
access times are the slowest in the hierarchy: milliseconds for HDDs (due to
mechanical seek times), and microseconds for SSDs (much faster than HDDs
but still orders of magnitude slower than DRAM).

Cost per Bit: Lowest cost per bit among all memory types.

Volatility: Non-volatile. Data persists even when power is removed.

Purpose and Function: Secondary storage is designed for long-term,
persistent storage of all programs, operating systems, user data, and files. It
serves as the primary repository for data that needs to survive power cycles.
It also plays a crucial role in virtual memory, acting as the backing store for
pages that are not currently resident in main memory. Data from secondary
storage must be explicitly loaded into main memory before the CPU can
access it.

Trade-offs in Memory Design: Speed, Size, Cost per bit, Volatility

The existence of a memory hierarchy is a direct consequence of fundamental, often
conflicting, trade-offs inherent in current memory technologies. No single memory
technology can simultaneously achieve the ideal combination of extreme speed, vast
capacity, minimal cost, and non-volatility. Understanding these trade-offs is key to
comprehending why the hierarchy is structured as it is.

e Speed (Access Time):

o

Definition: This refers to the duration required to perform a read or write
operation on a memory location, from the moment a request is issued until
the data is available or written.

Impact: Faster memory allows the CPU to fetch instructions and data more
quickly, minimizing idle states where the CPU is waiting for memory. This
directly translates to higher overall system performance.

Trade-off: Generally, achieving higher speeds in memory technology involves
more complex circuitry, higher power consumption, and more stringent
manufacturing processes, all of which contribute to a higher cost per bit. For
example, SRAM is fast because it uses multiple transistors per cell, but this
makes it expensive and less dense.

e Size (Capacity):

o

Definition: This refers to the total amount of data that a memory device can
store, typically measured in bits, bytes, kilobytes, megabytes, gigabytes, or
terabytes.

Impact: Larger memory capacity allows the operating system to keep more
programs and their data simultaneously resident, reducing the need for costly
transfers (swapping) from slower secondary storage. It also allows for larger
and more complex applications to run.

Trade-off: Increasing capacity often comes at the expense of speed or higher
cost if speed is maintained. For example, DRAM achieves high density by
using simpler, smaller cells, but these cells are slower and require refreshing.
Magnetic disks offer immense capacity at very low cost but are inherently
slow due to mechanical components.



e Cost per Bit:

o Definition: This metric quantifies the monetary cost associated with storing a
single binary digit (bit) of information in a particular memory technology. It is
often a key driving factor in hardware design and purchasing decisions.

o Impact: A lower cost per bit allows manufacturers to include more memory
within a given budget, making systems more affordable and accessible.

o Trade-off: There is a very strong inverse relationship between speed and
cost per bit. Extremely fast memory (like registers or L1 cache SRAM) is
orders of magnitude more expensive per bit than slower memory (like DRAM
or NAND Flash). This economic reality is the primary reason why large
amounts of extremely fast memory are not feasible for main memory or
secondary storage.

e Volatility:

o Definition: This characteristic describes whether a memory device retains its
stored data when the power supply is removed or interrupted.

o Types:

m Volatile Memory: Requires continuous power to maintain the stored
information. If power is lost, the data is lost (e.g., RAM - SRAM and
DRAM). This type is crucial for active, temporary workspace.

m  Non-Volatile Memory: Retains its stored information even when the
power is turned off (e.g., ROM, Flash Memory, Hard Disk Drives,
SSDs). This type is essential for long-term storage of programs,
operating systems, and user data, ensuring that information persists
across reboots.

o Trade-off: Historically, faster memory technologies (like semiconductor-based
RAM) have been volatile, while non-volatile technologies (like magnetic or
optical storage) have been much slower. Newer non-volatile RAM (NVRAM)
technologies are emerging to bridge this gap, but they are still more
expensive or have other limitations compared to traditional volatile RAM.

The memory hierarchy is a meticulously engineered compromise that exploits these
trade-offs. By deploying small amounts of fast, expensive, volatile memory (registers,
caches) close to the CPU, and progressively larger amounts of slower, cheaper, non-volatile
memory (main memory, secondary storage) further away, a computer system can achieve
high effective performance at a reasonable overall cost, while also providing persistent
storage for data. Data movement algorithms and management techniques (like caching and
virtual memory) are then employed to move data efficiently between these levels, giving the
illusion of a very large, fast memory to the CPU.

Random Access Memory (RAM)

RAM, or Random Access Memory, is the general term for memory that allows data items to
be accessed (read or written) in roughly the same amount of time, regardless of their
physical location within the memory device. This characteristic is crucial for efficient data
processing as it means the CPU can retrieve any piece of information without incurring
variable delays based on its position. RAM is primarily volatile memory, meaning it requires
continuous power to retain its stored information.



e Static RAM (SRAM):

o

o

o

Underlying Mechanism: Each bit in an SRAM cell is stored using a bistable
latch. A typical SRAM cell consists of six transistors (four transistors forming
a cross-coupled inverter pair that stores the bit, and two transistors controlling
access to the bit cell during read/write operations). These transistors act as
switches, allowing the latch to maintain either a '0' or a '1' state indefinitely, as
long as power is supplied. There are no capacitors involved that would leak
charge.

Electrical Characteristics: The stability of the latch means that SRAM does
not require periodic refreshing. The data "stays put" as long as the power
supply is stable.

Key Characteristics Summary:

m Faster Access Time: SRAM offers significantly faster read/write
speeds compared to DRAM. This is because its operation is purely
electronic, relying on voltage levels, and it does not incur delays for
refreshing or waiting for capacitor charges.

m Higher Cost per Bit: Due to the higher number of transistors per cell
(6T vs. 1T for DRAM), SRAM cells are larger and more complex to
manufacture. This directly translates to a higher production cost per
bit.

m Lower Density: The larger physical size of each SRAM cell means
fewer cells (and thus fewer bits) can be packed into a given area of
silicon wafer compared to DRAM. This results in lower storage density.

m  No Refresh Cycles: Unlike DRAM, SRAM does not need to be
periodically refreshed, which simplifies memory controller design for
SRAM arrays and contributes to its speed.

m Higher Power Consumption (Static): While it doesn't need dynamic
refresh power, a 6T SRAM cell generally consumes more static power
than a DRAM cell when idle, as the transistors are always "on" to hold
the state. However, it consumes less dynamic power for data access
than DRAM (due to no charging/discharging of large capacitors).

Primary Usage: SRAM is the technology of choice for CPU cache memory
(L1, L2, L3 caches). In these applications, speed is paramount, and the
higher cost and lower density are acceptable compromises given the
relatively small size of caches. It's also used for CPU registers and other
small, high-speed buffers within the CPU or specialized hardware (e.g., in
network routers for lookup tables).

e Dynamic RAM (DRAM):

o

Underlying Mechanism: Each bit in a DRAM cell is stored as an electrical
charge in a tiny capacitor. A single transistor acts as a switch to control
access to this capacitor during read and write operations.

Electrical Characteristics and Refresh: The fundamental challenge with
capacitors is that they leak electrical charge over time. This means that the
stored '1' (representing a charge) will gradually discharge, eventually
becoming indistinguishable from a '0'. To combat this, DRAM cells must be
periodically refreshed. A refresh cycle involves reading the charge level
from each cell and then rewriting it back to the original level. This refresh
operation occurs typically every few milliseconds, affecting all cells in a bank.



o

Key Characteristics Summary:

m Slower Access Time: DRAM is inherently slower than SRAM due to
two main factors: the time required to charge/discharge the capacitor
during read/write, and the need for periodic refresh cycles which
introduce pauses in access.

m Lower Cost per Bit: The extremely simple cell structure (one
transistor, one capacitor) makes DRAM much cheaper to manufacture
per bit compared to SRAM. This is its single biggest advantage.

m Higher Density: The minuscule size of a 1T1C (one transistor, one
capacitor) cell allows for a significantly higher storage density,
enabling billions of bits to be packed onto a single chip.

m Requires Refresh Cycles: This is a key distinguishing feature and a
major design consideration for DRAM controllers, which must manage
the refresh operations to prevent data loss.

m Lower Static Power (but Dynamic Power for Refresh): Individual
DRAM cells consume very little static power, as the capacitor primarily
holds the charge. However, the continuous refresh cycles consume
dynamic power, which adds up.

Primary Usage: DRAM is the dominant technology for computer main
memory (RAM modaules). Its high density and low cost make it the only
economically viable choice for the large capacities (gigabytes to terabytes)
required for main system memory in personal computers, servers, and
embedded systems.

Types of DRAM (Evolution): DRAM technology has undergone continuous
evolution to overcome its inherent speed limitations and meet ever-increasing
bandwidth demands:

o

Synchronous DRAM (SDRAM): This was a major architectural improvement
over older, asynchronous Fast Page Mode (FPM) and Extended Data Out
(EDO) DRAM. SDRAM memory operations are precisely synchronized with
the system bus clock. This synchronization allows the memory controller to
issue commands and predict data availability more accurately, enabling
techniques like pipelining and burst mode transfers. In burst mode, after the
first data word is accessed, subsequent words in the same memory "row" can
be accessed much faster without re-specifying the full address. This
significantly improved overall throughput.
DDR (Double Data Rate) SDRAM: This represents a fundamental
advancement over single data rate (SDR) SDRAM. DDR SDRAM achieves
higher data transfer rates by performing operations on both the rising edge
and the falling edge of the clock signal, effectively doubling the data rate
(bandwidth) without increasing the actual clock frequency. This means a
DDR4-3200 module, for example, operates at an internal clock of 1600 MHz
but effectively transfers data at 3200 MT/s (MegaTransfers per second).
Subsequent generations (DDR2, DDR3, DDR4, DDR5) have further refined
this principle, introducing:

m Higher internal clock frequencies and faster 1/O buffers.

m Increased prefetch buffers (e.g., DDR3 has 8n prefetch, DDR4 8n,

DDRS5 8n/16n), meaning more data is fetched in a single burst.
m Lower operating voltages for improved power efficiency.



o

m More sophisticated error correction (e.g., on-die ECC in DDR5).

m Increased bank groups for greater parallelism.

GDDR (Graphics Double Data Rate) SDRAM: This is a specialized variant
of DDR SDRAM meticulously optimized for the extremely high bandwidth and
concurrent access patterns required by Graphics Processing Units (GPUs)
for rendering complex visual data. GDDR differs from standard DDR SDRAM
in several key aspects:

m  Wider Memory Bus: GDDR typically utilizes much wider memory
buses (e.g., 256-bit or 384-bit) compared to standard system RAM
(e.g., 64-bit), allowing for massive parallel data transfers.

m Higher Bandwidth per Pin: While often having higher latency in
absolute terms for a single access, GDDR prioritizes raw bandwidth
and throughput, crucial for processing large textures and frames in
parallel.

m Different Operating Voltages and Cooling Requirements: GDDR
operates at different voltage levels and often requires more robust
cooling solutions due to its high speed and power consumption.

m Primary Usage: Exclusively used as the dedicated video memory
(VRAM) on graphics cards. GDDRS, GDDRG6, and the latest GDDR6X
push bandwidth boundaries to support high-resolution gaming and
professional graphics applications.

Read-Only Memory (ROM)

ROM, or Read-Only Memory, refers to a class of non-volatile memory devices. Non-volatile
means they retain their stored data even when power is removed, making them essential for
storing permanent or semi-permanent instructions and data that need to persist across
power cycles. While the name implies "read-only," many forms of ROM can be programmed
or even reprogrammed to varying degrees after manufacturing.

e Mask ROM:

o

Mechanism: This is the most basic and truly "read-only" form of ROM. The
data is embedded into the chip's circuitry during the semiconductor
manufacturing process by means of a photographic "mask." The presence
or absence of a conductive connection (or the specific doping of transistors)
at each memory cell physically determines whether it stores a'0' or a '1".
Programming: It is programmed at the factory. Once manufactured, its
contents cannot be altered.

Key Characteristics:

m Permanent: Data is physically fixed on the chip.

m Lowest Cost (Mass Production): For extremely high production
volumes (millions of units), Mask ROM offers the lowest cost per bit
because the programming is integrated into the efficient silicon
fabrication process.

m Fast Read Speed: Reads are very fast, comparable to other forms of
ROM.

Primary Usage: Used for immutable firmware in consumer electronics (e.g.,
simple calculators, toys, early game cartridges), embedded systems where



code is finalized and mass-produced, or for fixed lookup tables where the
content will never change.
PROM (Programmable ROM):

o Mechanism: An unprogrammed PROM chip is manufactured with an array of
tiny electrical fuses (or anti-fuses). Each fuse corresponds to a bit cell and is
initially intact (representing a '1', for example).

o Programming: A user can "program" a PROM once by using a specialized
device called a PROM programmer (or "burner"). This device applies high
voltage pulses to selected addresses, which physically "blow" or "burn" the
fuses at those locations, permanently changing them to a '0' (or the opposite
state). Once a fuse is blown, it cannot be re-fused.

o Key Characteristics:

m  One-Time Programmable (OTP): Cannot be erased or
reprogrammed once the fuses are blown.

m Flexible Manufacturing: More flexible than Mask ROM as the chips
are generic until programmed. This avoids the high initial mask cost
and long lead times of Mask ROM.

o Primary Usage: |deal for prototypes, small-to-medium production runs, or
applications where code needs to be customized after chip manufacturing but
is not expected to change again (e.g., early firmware, logic sequencers).

EPROM (Erasable PROM):

o Mechanism: EPROM cells also store data as electrical charges, but these
charges are trapped in an electrically isolated "floating gate" within a special
type of transistor. This charge determines whether the cell represents a '0' or
a'1.

o Programming: Programmed electrically using a PROM programmer, similar
to PROM.

o Erasing: The unique feature of EPROM is its erasability. To erase data, the
chip is exposed to strong ultraviolet (UV) light for a specific duration
(typically 10-30 minutes). EPROMs are easily identifiable by a transparent
quartz window on their top surface, through which the UV light shines onto
the silicon die to discharge the floating gates. Once erased, the chip returns
to its unprogrammed state and can be reprogrammed.

o Key Characteristics:

m Erasable and Reprogrammable (with UV): Allows for multiple
programming cycles.

m Requires External Eraser: The UV erasure process is
time-consuming and requires the chip to be removed from the circuit
board and placed in a UV eraser.

o Primary Usage: Used extensively for firmware development, prototyping, and
in systems where the firmware might need infrequent updates (e.g., BIOS
chips in older personal computers, industrial control systems). The UV
window made them somewhat fragile and expensive.

EEPROM (Electrically Erasable PROM):

o Mechanism: Similar to EPROM in that it uses floating-gate transistors to
store charge, but it incorporates additional circuitry that allows for data to be
electrically erased and reprogrammed directly on the circuit board, without



requiring UV light or chip removal. Erasure can often be performed byte by
byte.

Programming/Erasing: Both programming and erasing are done electrically
via specific voltage pulses.

Key Characteristics:

m Electrically Erasable and Reprogrammable (In-Circuit): Much
more convenient than EPROM.

m Byte-Addressable Erase/Write: Allows individual bytes to be
rewritten, which is a key distinction from Flash memory.

m Slower Write/Erase Speed: Writing and erasing EEPROM is
significantly slower than reading data.

m Limited Write/Erase Cycles: Like all floating-gate technologies,
EEPROM has a finite number of write/erase cycles (typically tens of
thousands to hundreds of thousands) before cell degradation occurs.

m Lower Density: Generally lower density than Flash memory.

Primary Usage: Used for storing configuration settings, calibration data,
small amounts of user preferences, or other non-volatile data that needs to be
updated periodically but not frequently, and not in large blocks (e.g., remote
control settings, car engine parameters, router configurations).

e Flash Memory:

o

o

o

Mechanism: Flash memory is a further evolution of EEPROM technology,
designed to achieve much higher density, lower cost per bit, and faster
read/write/erase operations (when performed in blocks). It also uses
floating-gate transistors but arranges them in a way that allows for
block-level erasure rather than byte-level.
Key Characteristics:

m High Density: Very efficient cell structure, enabling massive storage
capacities.
Non-Volatile: Data persists without power.
Electrically Erasable (in Blocks): Data is erased and programmed in
large chunks (blocks or sectors), typically ranging from 4KB to multiple
MB. This is the fundamental difference from byte-erasable EEPROM.

m Fast Read Access: Read speeds are generally very fast, comparable
to DRAM for random reads (though not as fast as SRAM).

m Limited Write/Erase Cycles: While significantly higher than older
EEPROM, Flash memory still has a finite lifespan in terms of
write/erase cycles (e.g., thousands to hundreds of thousands for
MLC/TLC NAND, millions for SLC NAND).

Types of Flash Memory (Primary Architectures):

m NOR Flash:

m Architecture: Memory cells are connected in parallel, allowing
for random, byte-level access for reading. This means the CPU
can directly execute code from NOR Flash without first copying
it to RAM (known as Execute In Place - XIP).

m Characteristics: Good for random reads, excellent for XIP.
Slower write/erase speeds than NAND. Higher cost per bit and
lower density than NAND.



m Usage: Primarily used for storing boot code (BIOS/UEFI
firmware in PCs, bootloaders in embedded systems, firmware
in networking devices) where the ability to execute code
directly from flash is crucial for system startup.

m  NAND Flash:

m Architecture: Memory cells are connected in series, creating
a much denser and more cost-effective structure. Data is
accessed, written, and erased in large blocks (pages and
blocks).

m Characteristics: Much higher density and lower cost per bit
than NOR Flash. Faster write and erase operations at the
block level. However, it does not support random byte-level
reads for XIP directly; entire pages/blocks must be read into a
buffer before individual bytes can be accessed.

m Usage: The dominant technology for mass data storage.
Used in Solid State Drives (SSDs), USB flash drives, memory
cards (SD cards, microSD cards), smartphones, and other
portable devices where large capacity, high write throughput
(for block writes), and non-volatility are paramount. NAND
flash requires sophisticated Flash Translation Layers (FTLs)
and wear leveling algorithms (often implemented in the SSD
controller) to manage block erasing, logical-to-physical
address mapping, and distribute writes evenly to extend the
device's lifespan.

6.2 Memory Management

Memory Management is a critical function performed collaboratively by the operating
system (OS) and dedicated hardware components. Its overarching goal is to efficiently
control and coordinate the computer's memory resources, provide a robust layer of
protection between running programs, and present a simplified, abstract view of memory to
application programs, allowing them to function independently of the physical memory
layout.

Memory Management Unit (MMU): Hardware Component Responsible for Memory
Management Functions

The Memory Management Unit (MMU) is a specialized hardware component, typically
integrated directly into the Central Processing Unit (CPU) chip (or sometimes existing as a
separate chip in older systems). Its presence is fundamental to modern operating systems
and multitasking environments. The MMU acts as the crucial interface between the logical
memory requests issued by the CPU and the physical memory addresses in the system's
RAM.

e Primary Function: Address Translation: The most vital role of the MMU is to
perform address translation. When the CPU executes an instruction that requires a
memory access (e.g., fetching an instruction, loading data from memory, storing data
to memory), it generates a logical address (also known as a virtual address). This



logical address is an address within the program's perceived, isolated memory
space. The MMU intercepts this logical address and, based on translation tables
configured by the operating system, converts it into a corresponding physical
address — the actual address where the data or instruction resides in the main
memory (RAM).
Other Responsibilities: Beyond address translation, the MMU often handles:
o Memory Protection: Enforcing access rights.
o Cache Control: Assisting in cache management, especially in determining if
a requested address is cacheable.
o Context Switching: Rapidly switching between page tables when the OS
switches between different processes.
Relationship with OS: The MMU is hardware, but it is entirely configured and
controlled by the operating system. The OS creates and maintains the necessary
translation tables (like page tables or segment tables) in main memory, and then tells
the MMU where to find these tables and how to use them.

Memory Protection: Preventing One Program from Corrupting Another's Memory

One of the most vital functionalities enabled by the MMU, working in concert with the OS, is
memory protection. This mechanism is designed to prevent a malicious or errant program
(or process) from inadvertently or deliberately accessing, reading from, or writing to memory
regions that are not allocated to it. This includes memory belonging to other running
programs or, critically, memory used by the operating system kernel itself.

Importance for System Stability and Security:

o Isolation: Memory protection creates strict boundaries between independent
processes. Each process believes it has its own private memory space,
preventing one from interfering with another.

o Robustness: If a bug in one application causes it to attempt an invalid
memory access (e.g., writing to a null pointer or accessing beyond an array's
bounds), the MMU detects this violation. Instead of crashing the entire system
or corrupting other applications, the MMU triggers a memory protection
fault (often manifested as a "segmentation fault" or "access violation" error).
The OS then intercepts this fault and can safely terminate only the offending
program, leaving the rest of the system intact.

o Security: Prevents malicious software from gaining unauthorized access to
sensitive data or privileged operating system code, which is fundamental to
system security.

Mechanism (How it works):

o Access Rights: The operating system, when setting up memory for a
process, assigns specific access rights (permissions) to different pages or
segments of memory. These permissions typically include:

m Read (R): The program can read data from this memory region.

m  Write (W): The program can write (modify) data in this memory region.

m Execute (X): The CPU can fetch and execute instructions from this
memory region.



o

MMU Enforcement: During every address translation, the MMU not only
translates the logical address to a physical one but also checks the requested
type of access (read, write, or execute) against the stored permissions for that
particular memory page or segment.

Fault Generation: If a program attempts an operation (e.g., writing) on a
memory location where it only has read permission, the MMU immediately
detects this violation. It then generates a hardware interrupt (the memory
protection fault), which transfers control to the operating system's fault
handler. The OS can then take appropriate action, typically terminating the
offending process and informing the user.

Address Translation: Converting Logical/Virtual Addresses to Physical Addresses

Address translation is the core function of the MMU and a cornerstone of modern memory
management. It is the process by which the symbolic, program-centric addresses
(logicallvirtual addresses) generated by the CPU are converted into the actual,
hardware-specific locations in physical main memory (physical addresses).

e Logical Address (Virtual Address):

o

O

Generated by the CPU.

Within the program's abstract, isolated, and often much larger-than-physical
memory space.

For example, in a 32-bit system, a program might assume it has a 4GB
address space, starting from address 0x00000000.

Each running process on a multi-tasking system has its own independent
logical address space.

e Physical Address:

o

The real address used by the memory hardware (RAM modules, memory
controller).

Corresponds to an actual byte location within the physical main memory.

The total range of physical addresses is limited by the amount of installed
RAM (e.g., a system with 8GB of RAM would have physical addresses from 0
to 8GB-1).

e Why Address Translation is Indispensable:

o

o

Multitasking/Multiprogramming: It allows multiple programs to run
concurrently, each believing it has a full, contiguous memory space, without
the need for complex relocation or modification of their code. The OS can
place these programs in non-contiguous physical memory locations, yet each
program still sees its own memory as continuous.

Memory Protection: As discussed, the MMU performs permission checks
during translation, isolating processes.

Virtual Memory Implementation: It is the fundamental mechanism that
underpins virtual memory, allowing programs to exceed the physical memory
limits.

Simplified Programming: Programmers write code as if memory is infinite
and contiguous, without needing to know the actual physical memory layout
or potential conflicts with other programs.



Segmentation: Dividing Program into Logical Segments (Code, Data, Stack)

Segmentation is an older but still conceptually relevant memory management technique that
organizes a program's memory into logical, named units called segments. This approach
directly reflects the programmer's view of a program's structure.

e Concept: Instead of a single, flat address space, a program's memory is divided into
distinct, variable-sized segments, each serving a specific purpose. Common
segments include:

o

Code Segment: Contains the executable machine instructions of the
program. Often marked as read-only and execute-only.

Data Segment: Holds global variables and static data used by the program.
Typically read/write.

Stack Segment: A dynamically growing/shrinking area used for function call
information (return addresses, parameters), local variables, and temporary
data. It grows downwards in memory. Typically read/write.

Heap Segment: Used for dynamic memory allocation requested by the
program during execution (e.g., malloc in C, new in C++). It grows upwards.
Typically read/write.

e Logical Address Structure (Segmented System): In a segmented architecture, a
logical address generated by the CPU is composed of two parts:

O

o

Segment Identifier (Segment Selector/Segment Number): Specifies which
segment the memory access refers to.

Offset (Displacement): Specifies the position of the desired memory location
within that chosen segment.

e Address Translation Process (MMU with Segmentation):

O

The MMU uses the segment identifier to look up an entry in a segment
table. This table is managed by the OS and resides in main memory (or in
dedicated CPU registers for faster access to active segments).

Each entry in the segment table contains:

m Base Address: The physical starting address in RAM where that
segment is loaded.

m Limit (Length): The size of the segment.

m Access Rights: Permissions (read, write, execute) for that segment.

The MMU then performs two critical checks:

m Boundary Check: It verifies if the Of fset is less than or equal to the
Limit of the segment. If the offset is out of bounds, a segmentation
fault occurs.

m Permission Check: It checks if the requested memory access type
(read/write/execute) is allowed for that segment based on its Access
Rights. If not, a protection fault occurs.

If both checks pass, the MMU calculates the physical address by adding the
Base Address from the segment table to the Of fset from the logical

address: Physical Address = Segment_Base_Address + Offset.

e Advantages:

o

Logical View: Directly maps to how programmers conceptualize a program,
making memory protection and sharing of code/data segments intuitive.



o

Efficient Sharing: Read-only segments (like code) can be easily shared
among multiple processes by pointing their segment table entries to the same
physical memory region.

Dynamic Growth: Segments can be allowed to grow dynamically (e.g., stack
and heap segments) up to their defined maximum limit.

e Disadvantages:

o

External Fragmentation: As segments are of variable sizes, over time,
memory can become fragmented into small, unusable holes between
allocated segments. This might lead to situations where there is enough total
free memory, but not a single contiguous block large enough for a new
segment.

Relocation Complexity: When a process needs to be swapped out and back
in, finding a large enough contiguous block can be challenging.

Variable-Size Management: Managing variable-sized segments adds
complexity to the OS's memory allocation algorithms.

Paging: Dividing Memory into Fixed-Size Blocks (Pages and Frames)

Paging is a memory management technique that largely overcomes the fragmentation
issues of segmentation and forms the foundation for modern virtual memory systems. It
divides both the program's logical address space and the physical main memory into
fixed-size, equally sized blocks.

e Pages: The fixed-size blocks into which a program's logical address space is
divided. Typical page sizes are 4KB, 8KB, 4MB, etc.

e Frames (or Page Frames): The fixed-size blocks into which physical main memory
is divided. Frames are always the same size as pages.

e Characteristics and Advantages:

1.

2.

Fixed Size: Simplifies memory management. No need to search for
variable-sized holes.

Physical Discontinuity: A crucial aspect of paging is that a program's pages
do not need to be stored in contiguous physical memory frames. They can be
scattered throughout RAM. The paging mechanism hides this physical
discontinuity from the program, which still perceives its memory as
contiguous.

No External Fragmentation: Because all frames are the same size, if a
frame is free, it can be used by any page. This eliminates external
fragmentation (though it introduces a small amount of "internal fragmentation”
if a page is not fully filled).

Basis of Virtual Memory: Paging is the essential mechanism that enables
virtual memory. It allows the OS to manage memory at a fine granularity,
loading only necessary pages into RAM and keeping others on disk.

e Logical Address Structure (Paged System): In a paged architecture, a logical
address generated by the CPU is divided into two parts:

1.

2.

Page Number (VPN - Virtual Page Number): Identifies which page within
the program's virtual address space the memory access refers to.

Offset (Page Offset): Specifies the precise location (byte offset) of the
desired memory within that specific page.



e Address Translation Process (MMU with Paging):

1. The MMU takes the Page Number from the logical address.

2. ltuses this Page Number as an index into a Page Table. The page table is a
large data structure (array) maintained by the OS, typically residing in main
memory.

3. Each entry in the page table (PTE - Page Table Entry) corresponds to a
virtual page and contains:

m Valid Bit (Present Bit): A flag indicating whether the corresponding
virtual page is currently loaded into a physical memory frame (Valid=1)
or if it resides on secondary storage (Valid=0).

m Physical Frame Number: If the Valid Bit is 1, this field contains
the physical starting address of the frame in RAM where the virtual
page is currently located.

m Dirty Bit (Modified Bit): Indicates if the page in memory has been
written to (modified) since it was loaded from disk. If set, this page
must be written back to disk before its frame can be reused.

m Access Bits (Protection Bits): Permissions (read, write, execute) for
this specific page, enforced by the MMU.

4. Ifthe Valid Bit is 1 and permission checks pass, the MMU concatenates
the Physical Frame Number (from the PTE) with the Offset (from the
original logical address) to form the complete physical address.

5. Ifthe Valid Bit is 0, it indicates that the requested page is not in main
memory, which triggers a page fault (discussed in detail below).

Swapping: Moving Processes Between Main Memory and Secondary Storage

Swapping is a memory management technique (often closely associated with virtual
memory, though distinct in scope) where an entire process or a significant portion of its
address space is temporarily moved (swapped out) from main memory to secondary
storage. It is then later retrieved (swapped in) back into main memory when needed.

e Motivation and Purpose:

o Managing Memory Scarcity: Swapping becomes essential when the
combined memory demands of all active processes exceed the available
physical RAM. It allows the operating system to continue running more
processes than can fit into main memory simultaneously.

o Supporting Large Processes: A process whose total memory requirement
is larger than the available physical RAM can still run if only its currently
active parts are in memory and other parts are swapped out.

o Multiprogramming: It facilitates multiprogramming by allowing the OS to
temporarily suspend and move out less active processes to make room for
others, improving CPU utilization over time.

e Mechanism of Swapping (Traditional):

o Swap Out: When the OS needs to free up a large block of RAM (e.g., for a
new process, or if an existing process demands more memory), it selects an
entire inactive or low-priority process. The entire memory image of this
chosen process is then copied from its physical location(s) in RAM to a



dedicated area on secondary storage called the swap space (also known as
a paging file on Windows or swap partition on Linux). Once copied, its
physical memory frames are freed.

o Swap In: When the swapped-out process needs to resume execution (e.g.,
the user switches to it, or it becomes high priority), the OS finds a sufficiently
large contiguous block of free physical memory (or enough frames if using
paging-based swapping) and copies the process's entire memory image back
from the swap space into RAM.

Performance Implications:

o Extremely Slow: Swapping involves significant disk 1/O, which is orders of
magnitude slower than RAM access. Copying entire processes to and from
disk takes a substantial amount of time.

o Thrashing: If a system engages in excessive swapping (e.g., due to too
many active processes competing for insufficient RAM, leading to constant
swap-out/swap-in cycles), it's known as thrashing. Thrashing causes the
system to spend most of its time moving data between RAM and disk rather
than performing useful computation, leading to a dramatic and severe
degradation of overall performance.

Distinction with Paging-based Virtual Memory: While traditional swapping moves
entire processes, modern virtual memory systems, based on paging, primarily swap
out/in individual pages as needed, rather than whole processes. This fine-grained
swapping is more efficient as it only moves the necessary portions of a process,
reducing the impact of disk access. However, the fundamental mechanism of moving
data between RAM and disk remains the same.

6.3 Concept of Cache Memory

Cache Memory is an indispensable component of modern computer architectures, a small,
extremely fast memory unit designed to bridge the substantial performance gap between the
CPU and main memory. It acts as a transparent, high-speed buffer, strategically storing
copies of data and instructions that the CPU is most likely to need next, thereby significantly
improving the CPU's effective memory access speed.

Motivation: Bridging the Speed Gap Between Fast CPU and Slower Main Memory

The "Memory Wall": As CPU processing speeds have increased exponentially over
decades, the speed of main memory (DRAM) has lagged significantly. CPU clock
cycles are now in the sub-nanosecond range, while DRAM access times are typically
in the tens to hundreds of nanoseconds. This creates a severe bottleneck known as
the "memory wall" or "CPU-memory speed gap." The CPU spends a considerable
amount of its time idle, waiting for data to be fetched from or written to main memory.
Impact on Performance: An idle CPU translates directly to wasted processing
power and reduced overall system performance. If every CPU memory request had
to go all the way to main memory, even the fastest CPU would be severely
constrained by the relatively slow speed of DRAM.

Cache as a Solution: Cache memory provides a solution by introducing an
intermediate, much faster memory layer. By keeping frequently used data closer to
the CPU, the cache minimizes the number of slow main memory accesses. This



allows the CPU to operate at speeds much closer to its theoretical maximum,
drastically improving perceived performance. The goal is to maximize "cache hits"
and minimize "cache misses."

Locality of Reference

The astonishing effectiveness of cache memory is predicated on a fundamental behavioral
pattern observed in nearly all computer programs, known as the Principle of Locality of
Reference. This principle posits that programs tend to access memory locations that are
either very close to recently accessed locations (spatial locality) or are themselves recently
accessed locations (temporal locality).

e Temporal Locality (Locality in Time):

o Definition: If a particular data item or instruction is accessed by the CPU at a
given point in time, there is a very high probability that that same data item or
instruction will be accessed again in the very near future.

o Examples:

m Loop Variables: A counter variable in a for loop is accessed
repeatedly in consecutive iterations.

m Function Parameters/Return Addresses: When a function is called,
its parameters and the return address are accessed multiple times
within the function's execution and upon return.

m Global Variables/Static Data: Frequently accessed global variables.

m Instructions in a Loop: Instructions within a loop are executed many
times consecutively.

o Cache Implication: When a piece of data is fetched from main memory into
the cache due to a CPU request, the cache keeps it there (unless it's evicted).
This ensures that subsequent requests for the same data are fast cache hits,
capitalizing on its temporal locality.

e Spatial Locality (Locality in Space):

o Definition: If a program accesses a specific memory location, it is highly
probable that memory locations physically close to that accessed location will
also be accessed in the near future.

o Examples:

m Array Traversal: When iterating through an array, elements are
accessed sequentially (e.g., array[0], then array[1], array[2],
etc.), which are typically stored contiguously in memory.

m Instruction Fetch: Instructions within a program's execution flow are
usually stored sequentially in memory. When one instruction is
fetched, the next instruction is very likely to be fetched immediately
after.

m Stack and Heap: Data structures (objects, local variables) allocated
contiguously on the stack or heap.

o Cache Implication: To exploit spatial locality, when a cache miss occurs and
data is fetched from main memory, the cache doesn't just bring in the single
requested data item. Instead, it fetches a larger contiguous chunk of memory
known as a cache line (or cache block) that includes the requested item and



its surrounding data. This pre-fetching anticipates future accesses to nearby
data, turning potential misses into hits.

Cache Hits and Misses
The performance of a cache is fundamentally measured by its hit rate and miss rate.

e Cache Hit:

o Definition: A cache hit occurs when the CPU attempts to access a specific
data item or instruction, and a valid copy of that data is already found present
in the cache.

o Outcome: This is the ideal scenario. The CPU can retrieve the data directly
from the fast cache memory within a very small number of clock cycles (e.g.,
1-4 cycles for L1 cache), avoiding the much longer delay of accessing main
memory.

o Performance Impact: Maximizing cache hits is the primary goal of cache
design, as it directly reduces the effective memory access time for the CPU.

e Cache Miss:

o Definition: A cache miss occurs when the CPU attempts to access a data
item or instruction, and a valid copy of that data is not found in the cache.

o Outcome: When a miss occurs, the CPU must then go to the next lower (and
slower) level of the memory hierarchy to retrieve the requested data. For an
L1 cache miss, it might check L2 cache; for an L2 miss, it might check L3; for
an L3 miss, it will go to main memory.

o Process:

1. The CPU stalls (pauses its execution) or switches to other tasks if it
supports out-of-order execution.

2. The requested data block (the entire cache line containing the data)
is fetched from the slower memory level (e.g., main memory) into the
cache.

3. Once the data is loaded into the cache, it is then provided to the CPU,
and the CPU resumes execution.

4. The newly loaded cache line is now available for future fast accesses
(hits).

o Performance Impact: Cache misses introduce significant performance
penalties because they incur the much higher latency of accessing the slower
memory levels. The "miss penalty” is the time taken to retrieve the data from
the next level and load it into the cache. Reducing cache misses is a critical
design goal.

Cache Line (Block): Unit of Data Transfer Between Cache and Main Memory

The cache line (also often referred to as a cache block) is the fundamental and smallest
unit of data transfer between the cache and the next level of the memory hierarchy (typically
main memory).

e Concept: To effectively exploit spatial locality, when a cache miss occurs and the
CPU needs a particular byte or word, the entire contiguous block of memory



containing that byte/word is fetched from main memory and copied into a single
cache line.

Typical Sizes: Cache line sizes are typically powers of 2, commonly 32 bytes, 64
bytes, or 128 bytes in modern systems. This means if a CPU requests 1 byte of data,
and it's a cache miss, an entire 64-byte block around that byte might be loaded.
Implication: If a program's data access pattern exhibits good spatial locality (e.g.,
iterating through an array), then after the first element of an array causes a cache
miss (and loads a cache line), subsequent accesses to other elements within that
same 64-byte block will be fast cache hits, even if those specific elements were not
initially requested. This "pre-fetching" effect is crucial for performance. Larger cache
lines can improve hit rates for programs with strong spatial locality but can also
increase the miss penalty (more data to transfer) and potentially cause more data to
be evicted if not fully used.

Cache Mapping Techniques

When a block of data is retrieved from main memory and needs to be placed into the cache,
a specific rule or algorithm dictates where it can reside within the cache. These rules are
known as cache mapping techniques. The choice of mapping technique influences the
cache's complexity, cost, and its susceptibility to different types of misses.

Direct Mapped Cache:

o Principle: This is the simplest mapping technique. Each block from main
memory can be placed into one and only one specific location (cache line)
within the cache. The mapping is determined by a straightforward
mathematical function applied to the main memory block's address.

o Mapping Rule: The most common rule is Cache_Line_Index =
(Main_Memory_Block_Address) MOD (Number_Of_Cache_Lines).
This means that if a cache has, for example, 256 lines, memory block 0, block
256, block 512, etc., would all map to cache line 0.

o Address Decomposition: The main memory address is typically divided into
three fields:

m Tag: The most significant bits, identifying the specific block of main
memory (needed to verify a hit, as multiple main memory blocks can
map to the same cache line).

m Index: The middle bits, directly pointing to the specific cache line
where the block must reside.

m Offset (Block Offset): The least significant bits, specifying the byte
offset within the cache line (block).

o Hit/Miss Detection: When the CPU requests an address, the Index bits are
used to immediately access the single possible cache line. Then, the Tag of
the requested address is compared to the stored Tag in that cache line. If they
match AND the valid bit for that line is set, it's a hit.

o Advantages:

m Simple Implementation: Very straightforward hardware logic to
determine placement and check for hits, requiring only one
comparator per line.



o

Fast Lookup: Since there's only one possible location to check, the
access time is very quick.

Disadvantages:

High Conflict Misses: This is the major drawback. If a program
frequently accesses two (or more) main memory blocks that, by
chance, map to the same specific cache line (e.g., elements from two
different arrays that are frequently swapped), they will continuously
"conflict" with each other, evicting the other block from the cache. This
leads to a high number of misses (called conflict misses), even if the
cache has plenty of other empty lines. This can severely degrade
performance.

e Associative Cache (Fully Associative Cache):

Principle: This is the most flexible mapping technique. Any block from main
memory can be placed into any available cache line within the entire cache.
There are no restrictions on placement based on the address.

Mapping Rule: No fixed rule based on address; the block can go anywhere.
Address Decomposition: The main memory address is typically divided into
only two fields:

o

Tag: A large portion of the address, identifying the specific main
memory block.

Offset (Block Offset): The least significant bits, specifying the byte
offset within the cache line.

Hit/Miss Detection: To determine if a requested block is in the cache, the
Tag of the requested address must be simultaneously compared against all
the Tags stored in every single cache line within the entire cache.
Advantages:

Optimal Hit Rate (for a given size): By allowing maximum flexibility
in placement, it minimizes conflict misses, achieving the highest
possible hit rate for a given cache size. It makes the most efficient use
of the cache space.

Disadvantages:

Extremely Complex and Expensive: The requirement to compare
the incoming Tag with every single Tag in the cache simultaneously
necessitates a large number of dedicated hardware comparators (one
for each cache line) and complex matching logic. This hardware cost
scales linearly with the cache size.

Impractical for Large Caches: Due to the complexity and cost, fully
associative caches are typically only used for very small, specialized
caches where optimal hit rates are critical and the number of entries is
limited (e.g., the Translation Lookaside Buffer - TLB, discussed later).
They are not practical for large, multi-megabyte CPU caches.

e Set-Associative Cache:

Principle: This is a hybrid approach that strikes a balance between the
simplicity of direct-mapped and the flexibility of fully associative caches. The
cache is divided into a number of "sets," and each set contains a fixed
number of cache lines (called "ways" or "associativity"). A main memory block
is first mapped to a specific set (similar to direct-mapped), but once inside

o



that set, it can be placed into any of the available cache lines within that
particular set (similar to fully associative).
o Mapping Rule: The Index bits of the memory address directly select a

specific set. Within that set, the Tag is then compared against the Tags of all
the lines in that set.

o Address Decomposition: The main memory address is typically divided into
three fields:

m Tag: The most significant bits, identifying the specific block of main
memory.

m Set Index: The middle bits, directly pointing to a specific "set" within
the cache.

m Offset (Block Offset): The least significant bits, specifying the byte
offset within the cache line.

o Hit/Miss Detection: When the CPU requests an address, the Set Index
bits are used to select a specific set. Then, the Tag of the requested address
is compared simultaneously against the Tags of all 'N' cache lines within that
selected set. If one matches and its valid bit is set, it's a hit.

o Common Associativity: Modern caches are often 2-way, 4-way, 8-way,
16-way, or even 32-way set-associative. An 'N-way set-associative' cache
means each set contains 'N' cache lines.

o Advantages:

m  Good Balance: Offers significantly reduced conflict misses compared
to direct-mapped caches without the prohibitive complexity and cost of
fully associative caches.

m Practical for Large Caches: This is the most common and practical
mapping technique used in modern CPU L1, L2, and L3 caches
because it provides a good trade-off between hit rate and hardware
cost.

o Disadvantages: More complex to implement than direct-mapped (requires 'N'
comparators per set, and replacement policies are needed when a set is full).

Cache Coherence: Ensuring Consistency of Shared Data in Multi-processor Systems
with Private Caches

In multi-processor systems (systems with multiple CPUs or multiple cores within a single
CPU package), where each processor has its own dedicated private cache (e.g., L1 and
often L2 caches), a critical problem arises known as cache coherence. This problem refers
to the challenge of ensuring that all processors and main memory maintain a consistent and
unified view of shared data.

e The Problem: Consider a scenario where:

Main memory has data X with value 10.
Processor A reads X into its private cache (Cache A). Now Cache A has
X=10.

o Processor B reads X into its private cache (Cache B). Now Cache B has
X=10.

o Processor A then modifies X in its cache to value 20. At this point, Cache A
has X=20, but Cache B still has X=10, and main memory might still have



X=10 (depending on write policy). This inconsistency creates a cache
coherence problem — different caches (and main memory) hold different,
conflicting values for the same data item.

e Necessity: Cache coherence protocols are absolutely essential for the correct
operation of multi-processor systems, preventing data corruption and ensuring that
all processors operate on the most up-to-date versions of shared data. Without it,
programs that share variables (common in concurrent programming) would produce
incorrect results.

e Common Solutions/Protocols:

O

Write Policies

Snooping Protocols: This is a widely used approach, particularly in
bus-based multi-processor systems. Each cache controller continuously
"snoops" (monitors) the shared memory bus for memory transaction requests
initiated by other processors.

m If a cache controller observes another processor attempting to write to
a memory block that it also has cached, it will react. Depending on the
protocol, it might:

m Invalidate its own copy of that block (mark it as stale), forcing
a future read to get the new value from the source.
m Update its own copy (less common, requires more bus traffic).

m If a cache controller observes another processor attempting to read a
memory block that it has modified (a "dirty" block, indicating it has the
latest version), it might supply that data directly to the requesting
cache or write it back to main memory first.

m  The most common snooping protocol is MSI (Modified, Shared,
Invalid), which evolves into MESI (Modified, Exclusive, Shared,
Invalid), MOESI (Modified, Owned, Exclusive, Shared, Invalid), and
other more complex variants. Each state defines the sharing status of
a cache line and how it reacts to bus transactions.

Directory-Based Protocols: In systems with a large number of processors
(where a shared bus and constant snooping become inefficient due to
excessive bus traffic), directory-based protocols are used. A central directory
(often distributed across memory controllers) maintains the sharing status of
each block of main memory.

m  When a processor needs to read or write a block, it first consults the
directory.

m The directory then orchestrates the necessary actions, sending
messages to specific caches that have copies of the block, instructing
them to invalidate their copies or supply their modified data.

m This approach reduces bus traffic by sending messages only to
relevant caches, but the directory itself adds complexity and latency.

When the CPU writes data to a memory location that is already present in the cache (a write
hit), a decision must be made on how and when this modification is propagated to main
memory. This is determined by the cache's write policy.

e Write-Through:



Mechanism: In a write-through cache, whenever the CPU writes data to a
cache line, that data is immediately and simultaneously written through to
the corresponding location in main memory. The write operation only
completes when both the cache and main memory have been updated.
Advantages:

= Main Memory Always Consistent: The main memory always holds
the most up-to-date copy of the data. This simplifies cache coherence
protocols in multi-processor systems and makes recovery from system
crashes easier, as no "dirty" data is lost in the cache.

m Simpler Design: The cache controller logic is simpler as there's no
need to track dirty bits or complex eviction logic.

Disadvantages:

m Performance Bottleneck: Every write operation, even a cache hit,
incurs the full write latency of main memory, which is significantly
slower than cache speed. This can lead to a bottleneck, especially for
applications that perform frequent write operations.

m Increased Bus Traffic: Generates more traffic on the memory bus
because every write from the CPU must go all the way to main
memory.

m Often combined with a write buffer (a small, fast queue) to
temporarily hold writes and allow the CPU to proceed without waiting
for the full main memory write, but this only masks latency, doesn't
eliminate the actual write.

e Write-Back (Copy-Back):

o

o

o

Mechanism: In a write-back cache, when the CPU writes data to a cache
line, the data is only updated in the cache initially. The corresponding main
memory location is not immediately updated. Instead, a special single bit,
called the dirty bit (or modified bit), is set for that specific cache line. This bit
indicates that the cache line contains data that is newer ("dirty") than the copy
currently residing in main memory. The updated (dirty) cache line is only
written back to main memory later, when that specific cache line is chosen for
replacement (i.e., evicted) to make room for a new block being brought into
the cache.

Advantages:

m Faster Write Performance: Writes are very fast, as they only occur at
cache speed. Multiple writes to the same cache line can occur without
incurring any main memory access, significantly reducing write
latency.

m Reduced Bus Traffic: Less traffic on the memory bus because only
modified blocks are written back, and only when they are evicted. If a
block is modified multiple times but then invalidated before eviction, it
might never be written back.

Disadvantages:

= Main Memory Inconsistency: Main memory can temporarily hold
stale data until the corresponding dirty block is written back from the
cache. This complicates cache coherence protocols in multi-processor
systems (as other caches might read stale data from main memory)



and requires more sophisticated mechanisms (like snooping for dirty
blocks).

m Data Loss Risk: If the system crashes or loses power before dirty
blocks are written back to main memory, the modified data in the
cache is permanently lost. This is why systems perform "dirty cache
flush" operations before shutdown or hibernation.

6.4 Virtual Memory

Virtual Memory is an advanced and fundamental memory management technique that
creates an abstraction layer between the logical memory addresses used by application
programs and the physical memory addresses available in the computer's RAM. It allows
programs to operate as if they have access to a very large, contiguous, and private address
space, potentially much larger than the physical RAM actually installed in the system.

Motivation: Allowing Programs to Use a Larger Address Space Than Physically
Available RAM

e Historical Problem (Physical Memory Constraints): In early computing, programs
had to be written with an explicit awareness of the physical memory layout. If a
computer had 64MB of RAM, a program could not use more than 64MB. Running
multiple programs concurrently meant they either had to be very small, or the
programmer had to manually manage their loading and unloading, or the OS had to
perform complex "relocation" of code, which was inefficient.

e The Demand for Larger Address Spaces: Modern applications and operating
systems frequently require memory address spaces that exceed the physical RAM
available. For example, a 64-bit operating system can address terabytes of virtual
memory, even if the computer only has 8GB of RAM.

e Solving the Problem: Virtual memory addresses this by creating the illusion to each
program that it has its own dedicated, very large, and contiguous block of memory,
typically starting from address zero. This abstraction simplifies programming, allows
for more efficient multitasking, and enables programs larger than physical memory to
execute.

Concept: Dividing Programs into Pages and Storing Them on Secondary Storage.
Only Active Pages Are Brought Into Physical Memory.

The core conceptual foundation of virtual memory is built upon the paging memory
management technique.

e Virtual Address Space Partitioning: Every running program (process) is allocated
its own independent virtual address space. This virtual space is divided into
fixed-size, contiguous blocks called pages. Typical page sizes are 4KB, 8KB, 4MB,
etc.

e Physical Memory Partitioning: The physical main memory (RAM) is also divided
into equally sized, fixed-size blocks called frames (or page frames). Each frame is
exactly the same size as a virtual page.

e The lllusion and Reality:



o lllusion: To the program, its memory (its virtual address space) appears as
one continuous block, even if its actual physical pages are scattered across
non-contiguous frames in RAM.

o Reality: The brilliance of virtual memory is that only the currently active or
most frequently used pages of a program are actually loaded into physical
memory (into available frames).

o Secondary Storage as Backing Store: All other pages of the program's
virtual address space that are not currently needed are stored on secondary
storage (typically a hard disk drive or a Solid State Drive) in a dedicated area
known as the swap space, paging file, or swap partition. This secondary
storage area acts as the "backing store" for virtual memory.

e On-Demand Paging: When the CPU attempts to access data or instructions that
reside on a virtual page that is currently not loaded into physical RAM (i.e., it's on
disk), the virtual memory system automatically detects this. It then transparently
handles the process of finding an available physical memory frame and loading the
required page from secondary storage into that frame. Once loaded, the program
continues execution as if the page was always there. This "on-demand" loading is
what makes virtual memory work.

Virtual Address vs. Physical Address

Understanding the distinction between these two types of addresses is paramount to
comprehending virtual memory.

e Virtual Address (Logical Address):

o Origin: This is the address generated by the CPU's instruction execution unit
when a program requests to access a memory location.

o Perspective: It's an address within the program's perspective of memory.
Each program operates within its own private virtual address space, which
typically ranges from O up to the maximum addressable by the CPU's
architecture (e.g., 232-1 for 32-bit systems, 264-1 for 64-bit systems, though
usually much less is actually used).

o Example: When a program executes load R1, [0x12345678],
0x12345678 is a virtual address.

e Physical Address:

o Origin: This is the actual, hardware-level address that uniquely identifies a
byte location within the physical main memory (RAM) chips.

o Perspective: It's the address that the memory controller and the DRAM
modules understand and respond to.

o Example: A system with 8GB of RAM would have physical addresses
ranging from 0x00000000 to Ox1FFFFFFFF.

e The Translation: The Memory Management Unit (MMU) is the hardware
component responsible for the real-time, on-the-fly translation of the virtual address
(generated by the CPU) into the corresponding physical address. This translation
process is entirely transparent to the running application program.

Page Table: Data Structure Used by MMU for Address Translation (Mapping Virtual
Pages to Physical Frames)



The Page Table is the central data structure that facilitates virtual-to-physical address
translation. It is maintained by the operating system and is used by the MMU.

e Concept: A page table is essentially a lookup table (often implemented as a
multi-level tree structure for large address spaces) where each entry provides the
mapping from a virtual page number to a physical frame number.

e Location: Page tables typically reside in main memory itself. To speed up access, a
special CPU register (e.g., the Page Table Base Register) points to the starting
physical address of the current process's active page table.

e Structure of a Page Table Entry (PTE): Each entry in the page table (PTE)
corresponds to a single virtual page and contains crucial information for its
management:

1.

Physical Frame Number (PFN): If the virtual page is currently in physical
memory, this field contains the physical starting address of the frame in RAM
where that page is located. This is the most critical part of the PTE for
translation.

Valid Bit (Present/Absent Bit): A single flag bit that indicates whether the
virtual page corresponding to this PTE is currently loaded into a physical
memory frame (Valid=1, or "present") or if it is currently stored on secondary
storage (Valid=0, or "absent").

Dirty Bit (Modified Bit): A flag bit that is set (to 1) by the hardware whenever
the page in its corresponding physical frame has been modified (written to) by
the CPU. If this bit is set, it means the copy of the page in main memory is
different from the copy on disk. This page must be written back to disk if it is
chosen for replacement, to ensure data consistency.

Accessed Bit (Reference Bit): A flag bit that is set (to 1) by the hardware
whenever the page is accessed (read or written). The OS can periodically
clear these bits. This bit is crucial for page replacement algorithms (like LRU
approximations) to determine which pages are actively being used.
Protection Bits (Access Rights): Bits that specify the allowed operations for
this page (e.g., Read/Write/Execute permissions). The MMU checks these
bits during translation to enforce memory protection.

Cacheable Bit (or Write-Through/Write-Back Status): Indicates whether
this page's contents can be cached by the CPU cache, and if so, what write
policy to apply (write-through or write-back).

e Address Translation Process (Detailed):

1.
2.

The CPU generates a virtual address.

The MMU first splits the virtual address into its two components: the Virtual
Page Number (VPN) and the Page Offset.

The MMU uses the VPN to index into the current process's page table
(whose base address is held in a CPU register). This effectively retrieves the
corresponding Page Table Entry (PTE). This usually involves a memory
access to the main memory where the page table resides.

The MMU inspects the Valid Bit in the retrieved PTE.

m IfValid Bit == 1: The page is in physical memory. The MMU
takes the Physical Frame Number (PFN) from the PTE. It then
checks the Protection Bits to ensure the requested memory access
(read/write/execute) is allowed. If allowed, it combines the PFN with



the original Page Offset to construct the complete physical address.
This physical address is then sent to the memory controller and the
RAM.

m IfValid Bit == 0: The page is not in physical memory. This
triggers a page faulit.

Page Fault: Occurs When a Requested Page Is Not in Physical Memory, Requiring It to
Be Loaded from Disk

A page fault is a specific type of exception (a synchronous interrupt) that occurs when the
CPU attempts to access a virtual memory address whose corresponding page is currently
marked as "not present" (Valid Bit = 0) in the page table. This signifies that the required page
is not in physical RAM but resides on secondary storage (the disk).

e The Page Fault Handling Process:

1.

2.
3.

CPU Access and MMU Detection: The CPU generates a virtual address.
The MMU attempts to translate it using the page table.

Valid Bit = 0: The MMU finds that the Valid Bit for the required PTE is 0.
Page Fault Interrupt: The MMU immediately generates a hardware interrupt,
known as a page fault. This interrupt pauses the currently executing program
and transfers control to a special routine within the operating system kernel
called the page fault handler.

OS Handles the Fault: The OS's page fault handler performs the following
steps: a. Identify Required Page: It determines which virtual page was
requested and where its copy is located on secondary storage (within the
swap space/paging file). b. Find Free Frame: It searches for an available
(free) physical memory frame in RAM. c. Page Replacement (if no free
frames): If all physical memory frames are currently occupied, the OS must
choose an existing page in memory to evict (replace) to make space for the
incoming page. This decision is made using a page replacement algorithm
(e.g., LRU, FIFO). * If the chosen page to be evicted has its Dirty Bit set
(meaning it was modified in RAM), its updated content must first be written
back to its corresponding location on secondary storage before its frame can
be reused. This ensures data consistency. * The PTE of the evicted page is
updated to mark it as Valid=0. d. Load Page from Disk: The OS initiates a
disk I/0O operation to read the required page from its location on secondary
storage and load it into the newly available physical memory frame. This is a
very slow operation compared to CPU speeds. e. Update Page Table: Once
the page is successfully loaded into the physical frame, the OS updates the
corresponding PTE in the page table for the newly loaded page. It sets the
Valid Bit to 1, updates the Physical Frame Number field to point to the

new location, and potentially resets the Accessed Bit. f. Restart
Instruction: After the page fault handling is complete, the operating system
returns control to the process, instructing the CPU to re-execute the
instruction that originally caused the page fault. This time, the MMU will find
the page in memory (due to the updated page table entry), and the translation
will succeed, allowing the program to continue as if no interruption occurred.



Performance Impact: Page faults are extremely expensive in terms of performance.
They involve disk 1/0O, which incurs latencies thousands to millions of times higher
than CPU operations. A high rate of page faults, known as thrashing, means the
system is spending an excessive amount of time moving pages between RAM and
disk rather than executing useful work, leading to a dramatic degradation of system
responsiveness and throughput.

Translation Lookaside Buffer (TLB): A Small, Fast Hardware Cache for Recent Page
Table Entries, Speeding Up Address Translation

As described, translating a virtual address to a physical address using a page table typically
requires at least one extra memory access (to read the Page Table Entry from main
memory) for every CPU memory access. This would effectively double the memory access
time and severely cripple CPU performance. To mitigate this performance bottleneck,
modern CPUs incorporate a specialized, high-speed hardware cache known as the
Translation Lookaside Buffer (TLB).

Motivation: The TLB's primary purpose is to accelerate the address translation
process. It acts as a cache for recently used page table entries, eliminating the need
to access the main page table in memory for every translation.

Concept: The TLB is a small, fast, and typically fully associative (or highly
set-associative) hardware cache. It stores mappings between Virtual Page Numbers
(VPNs) and their corresponding Physical Frame Numbers (PFNs), along with
associated access bits and dirty bits.

Operation (TLB Access):

1. CPU Generates Virtual Address: The CPU issues a virtual address for a
memory access.

2. TLB Lookup: The MMU first takes the Virtual Page Number (VPN) from the
virtual address and simultaneously searches all entries in the TLB to see if it
contains a cached mapping for that VPN.

3. TLB Hit: If a match is found in the TLB (a "TLB hit"), it means the MMU has
quickly found the corresponding Physical Frame Number (PFN) and access
bits without accessing main memory. The MMU performs permission checks,
combines the PFN with the Page Offset from the original virtual address, and
immediately generates the physical address. This is extremely fast, typically
taking only 1-2 CPU clock cycles.

4. TLB Miss: If no match is found in the TLB (a "TLB miss"), it means the
required page table entry is not cached in the TLB. In this case, the MMU
must then perform the full page table walk (i.e., access the main page table
in memory) to retrieve the correct PTE.

5. Load into TLB: Once the PTE is successfully retrieved from the main page
table, it is then loaded into the TLB (potentially replacing an existing, less
recently used entry). This ensures that future accesses to this page will likely
result in a TLB hit. The translation then proceeds as in a TLB hit.

Performance Impact: The effectiveness of the TLB stems from temporal and
spatial locality applied to page table entries. Because programs tend to access data
and instructions within a relatively small working set of pages over short periods, TLB
hit rates are typically very high (often exceeding 95% or 99%). This means the vast



majority of memory accesses benefit from the TLB's speed, making address
translation almost as fast as a single memory access, rather than a slow,
multi-memory access operation. A TLB miss penalty is incurred when the MMU has
to fall back to a full page table walk, which can be significantly slower.

Page Replacement Algorithms

When a page fault occurs and the operating system's virtual memory manager needs to
bring a new page from secondary storage into physical RAM, it may find that all available
physical memory frames are already occupied by other pages. In such situations, the OS
must choose an existing page in memory to evict (replace) to make room for the incoming
page. The strategies used to make this decision are called page replacement algorithms.
The goal of these algorithms is to minimize the number of future page faults by attempting to
evict pages that are least likely to be needed again soon.

e FIFO (First-In, First-Out):

o

o

o

Principle: This is one of the simplest page replacement algorithms. It
operates on the principle that the page that has been in main memory for the
longest period of time (i.e., the "oldest" page) is the one chosen for
replacement. The reasoning is that older pages might be less frequently used.
Mechanism: The OS maintains a queue of pages in memory. When a page is
loaded into memory, it is added to the rear of the queue. When a page needs
to be replaced, the page at the front of the queue (the one that entered first) is
removed.

Advantages:

m Simplicity: Very easy to understand and implement in an operating
system. Requires minimal overhead to track page ages.

Disadvantages:

m Inefficiency: It can be highly inefficient. A page might have been
loaded early but is still being frequently accessed (e.g., a critical
operating system routine). FIFO would evict this actively used page
simply because it's the oldest, leading to a quick page fault for that
same page shortly after, and thus poor performance.

m Belady's Anomaly: FIFO is infamous for exhibiting "Belady's
Anomaly," where increasing the number of available physical memory
frames can, counter-intuitively, sometimes increase the number of
page faults for certain access patterns. This makes it unpredictable
and generally unsuitable for critical systems.

e LRU (Least Recently Used):

o

Principle: The LRU algorithm attempts to approximate the optimal algorithm
(discussed next) by exploiting the principle of temporal locality. It selects for
replacement the page that has not been accessed for the longest period
of time in the past. The assumption is that if a page hasn't been used
recently, it's less likely to be used in the immediate future.

Mechanism (ldeal): To implement LRU perfectly, the system would need to
precisely track the last time each page was accessed. This would involve
either:



m Maintaining a timestamp for every page and updating it on every
memory access (very high hardware/software overhead).

m Maintaining a dynamic list or stack of pages ordered by their recency
of use, which requires frequent reordering operations on every
access.

o Advantages:

m Excellent Performance: Generally performs very well and produces
significantly fewer page faults compared to FIFO for most realistic
memory access patterns. It effectively utilizes temporal locality.

o Disadvantages:

m Complex and Expensive to Implement Precisely: The ideal
implementation of LRU is computationally expensive due to the need
to keep track of the access time for every page or maintain a
constantly ordered list.

m Approximations are Common: Due to its overhead, real-world
operating systems often use LRU approximations (e.g., using
"reference bits" or "clock algorithms"). These approximations are
simpler to implement but do not perfectly capture true LRU behavior.
For instance, a reference bit is set to 1 when a page is accessed; the
OS periodically clears these bits, giving an indication of recent usage.

Optimal (OPT / MIN):

o Principle: This is a theoretical page replacement algorithm that serves as an
important benchmark against which other practical algorithms are compared.
The Optimal algorithm selects for replacement the page that will not be used
for the longest period of time in the future.

o Mechanism: To achieve this, the algorithm would require complete
foreknowledge of the entire future sequence of memory accesses that the
program will make.

o Advantages:

m Lowest Possible Page Fault Rate: By knowing the future, it makes
the absolute best replacement decision at every step, resulting in the
minimum possible number of page faults for any given memory
access pattern and number of frames.

o Disadvantages:

m Impractical/lmpossible to Implement: It is impossible for a real-time
operating system to have perfect knowledge of future memory
accesses. Therefore, the Optimal algorithm cannot be implemented in
a practical system. Its value lies solely in being a theoretical upper
bound for performance, allowing researchers to evaluate how close
practical algorithms come to the ideal.
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